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Security Acknowledgement
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Patient Administration Systems and Biostatistics Activity 

RESTRICTED WEB SITE

Request for Access

Return by mail or FAX to:

Patient Administration Systems and Biostatistics Activity

1216 Stanley Road Ste 25

Fort Sam Houston, TX  78234-5053
FAX :                                      (210) 221-2046 / DSN 471
CUSTOMER ASSISTANCE:  (210) 221-0532 / DSN 471
USER NEEDING ACCESS:




     NAME/RANK
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  TITLE
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              E-MAIL ADDRESS
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TELEPHONE NUMBER    Commercial: [image: image6.wmf]
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TYPE ACCESS REQESTED:
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 CONTROL Forms.CheckBox.1 \s [image: image11.wmf]OTHER ________________________________________________________


I understand the data in these systems may be  “Sensitive But Unclassified” or FOUO and that I am not authorized to further disclose this information.
USER SIGNATURE








DATE

PRINTED APPROVAL AUTHORITY NAME (MSC/MTF Commander or Commander representative) TELEPHONE

APPROVAL AUTHORITY SIGNATURE
(Or Electronic Signature)   



DATE

The Patient Accounting and Realtime Reporting System (PARRTS) portions of the PASBA Restricted Web Site provides authorized users with the ability to view and/or drill down to a limited amount of patient-level data.  Because of this ability, an appropriate amount of care must be used in accessing, saving, displaying, and disposing of these data and the media on which they are stored and displayed.  Those who will access this data are clinical and administrative medical professionals who understand the sensitive nature of these data, but a review of necessary precautions is in order before access can be granted.  No information security approach is perfect.  However, there are prudent measures that can be taken to ensure due diligence has been applied in protecting patient information.

1. References:

a.  AR 25-2 Information Assurance, November 2003 

b.  AR 380-5 Department of the Army Information Security Program, September 2000 

c.  DODI 5400.11 DoD Privacy Program, February 1999
2. Patient identifiable data are covered by the Privacy Act of 1974 and the Health Insurance Portability and Accountability Act of 1996 and must be handled accordingly.

3. All media containing or displaying these data must be marked “For Official Use Only” or “FOUO.”

4. All media containing or displaying these data must be properly disposed of when no longer needed.  Documents should be shredded and electronic media should be magnetically wiped (see your IMO for details).

5. These data will be accessed using a web browser.  It is imperative that the user understands that web browsers store copies of every file displayed on the personal computer’s hard drive.  Therefore, if the system (PC if stand-alone and accessing web via modem, LAN if networked) has not been certified as C2 compliant by the local IMO or Information Assurance Security Officer, the user is responsible for deleting these off-line files immediately after viewing or downloading protected information.

· Internet Explorer:  From the Tools menu, choose Internet Options, and then Delete Files.  Check the box that says Delete All Offline Content and click OK.

· Netscape Navigator:  Edit menu, Preferences, under Category, choose Advanced, then choose Cache.  Click on Clear Memory Cache and then click on Clear Disk Cache.

6.   I will not share my password with anyone and will immediately change my password if I suspect it has been compromised.

I, the undersigned, understand that individually identifiable information is protected by the Privacy Act of 1974 and the Health Insurance Portability and Accountability Act of 1996 and must be handled accordingly.  I understand that all media in which this information is stored or on which it is displayed must be controlled, marked “For Official Use Only” and properly disposed of (shredding, magnetic wipe of disk, etc.) when no longer needed.  I understand that my web browser saves all viewed information to files stored on the personal computer and that it is my responsibility to delete these files after logging off from the PASBA public web site.

Printed Name: ______________________________________

Electronic or Written Signature: ___________________________________

Date: _________________________

If electronically signed, email to Mr. Louis Williams.  If manually signed, please fax to 210.221.2046

or mail to PASBA, 1216 Stanley Rd Ste 25, ATTN Louis Williams, Ft Sam Houston, TX 78234-5053.
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